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Characteristic Description

Direct Sequence Spread Speactrum (DSSS), Frequency Hopping

Physical Layer Spread Spectrum (FHSS), infrared (IR)

Frequency Band 2.4GHz {I1SM band) and 5GHz
- p
Data Rates [IHS?& 2Mbps, 55Mbps. 11Mbps (11b), 54Mbps (112}, 54Mbps

RC4-based stream encryption algorithm for confidentiality.

Rata ahd nework seeurity authentication, and integnty. Limited key management.

Operating Range About 150 feet indoors and 1500 feet outdocrs
Throughput Up to 11Mbps (54Mbps planned)

Ethernet speeds without wirés; many different products from many
Positive Aspects different companies. Wireless client cards and access point costs

are decreasing.

Poor security in native mode; throughput decrease with distance

MNegative Aspects and load
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Security Issue | Vulnerability | Remarks
1. Security features in vendor Security features, albeit poor in some cazes, are not enabled
products are frequently not when shipped, and users do not enable when installed. Bad
enabled. security is generally better than no security.
2. Vs are short (or static). 24-bit IV's cause the generated key stream o repeal. Repetition
sllows easy decryption of data for a moderately sophisticated
adversary.

3. Cryptographic keys are short. 40-bit keys are inadequate for any system. It is generally
accepted that key sizes should be greater than 80 bits in langth.
The longer the key, the less likely a comprise is possible from a
brute-force attack

4. Cryptographic keys are shared. Keys that are shared can compromise a system. A fundamental
tenant of cryptography is that the security of a system i largely
depandent on the secrecy of the keys

5. Cryptographic keys cannot be Cryprographic kéys should be changed often to prevent brute-

updated automatically and force attacks.
frequently.
6. RC4 has a weak key schedule Thecombination of revealing 24 key bits in the IV and a
and is inappropriately used in weakness in the initial few byles of the RC4 keystream leads to
WEP. an efficient attack that recovers the key. Most other applications

of RC4 do not expose the weaknesses of RC4 because they do
not reveal key bits and do not restart the key schedule for every
packet This attack is available o moderately sophisticated
adversaries

7. Packet integrity is poor. CRC32 and other lingar block codes are inadeguate for providing
cryptographic integrity. Message modification is possible. Linear
codes are inadeguate for the protection against advertent attacks
on data integrity. Cryptographic protection is reguired to prevent
deliberate attacks. Lise of noncryptographic protocols often
faciiiates attacks against the cryptography.

8. No user authentication occurs. Only the device 1s authenticated. A device that s stolen can
access the network
9. Authentication is not enabled; Identity-based systems ara highly vuinerable particularly in-a
only simple SSID identification wirgless system
oLours,

10. Device authentication is simple | One-way challenge-response authentication is subject to “man-in-
shared-key challenge-response. | the-middie” attacks. Mutual avthentication is reguired to provide
verification that users and the network are legitimale
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